NMamsaTka gna B3pocnbIix
«be3onacHbIn UHTEepHET»

VYBaxaemble poautenu! Ecnu Bamum netn nons3yrorcs cetbto «MHTepHeT», Bol, 6e3
COMHEHUS, OECHOKOUTECh O TOM, Kak yOepeub MX OT HENPUATHOCTEW, KOTOPbIE MOIYT
MOJICTEPETaTh BO «BCEMHUPHOW IAYTHUHE». 3HAUYUTENBHOE PACHPOCTPAHEHHE MATEPUAIOB B
cetu «MHTEpPHETY, NPEAHA3HAYEHHBIX TOIBKO ISl B3POCIBIX WM HEMPUEMIIEMBIX I JETEr
10 KaKoW-1100 pyroi NpuyuHe, MOXKET JIETKO MPUBECTH K HEraTUBHBIM MOCIIE/ICTBUSIM.

B nacrosimiee Bpemsi cuTyalusi CKJIaIbIBaeTCsl TAKUM 00pa3oM, U4TO KaKblil peOeHOK,
BBIXOJSALINI B ceTh «IHTEpHET», MOXKET MPOCMATPUBATh JIIOObIE MaTepuaibl. A 3TO HACUJIIUE,
nopHorpadusi, CTpaHMIIbI, MOATAIKUBAIOIINE MOJIOIEKb K CaMOYOMICTBaM, aHOPEKCUU
(0TKa3 OT nmpuema Muiln), yOuHCTBaM, CTpaHUIIbl C HALIMOHAJUCTUYECKOH, SKCTPEMHUCTCKOMN U
OTKPOBEHHO (haIIMCTCKON HICO0JOrHe U MHOroe apyroe. Yacto ObIBaeT Tak, 4TO MPOCMOTP
Takoi mH(pOpMAIMU Jake HE 3aBUCUT OT peOEHKa, BElIb HA MHOTHX CalTax OTOOpa)KaroTCs
«BCIUIBIBAIOIINE OKHA», COAEPKAILNE HEraTUBHYIO /ISl HECOBEPILIEHHOJIETHUX UH(POPMALIHUIO,
qalie BCero NOpHOrpapuuecKoro coiepx aHus.

Kpome TOro, B c€T HEpeAKO BCTPEHAOTCS JIFOJAH, KOTOPBIE NBITAIOTCSA C MTOMOIIBIO
MHuTepHeTa BCTynaTh B KOHTAKT C JACTbMU, IPECIENys] ONACHBIE WM IPOTHUBOIPABHBIC MJIS
peOeHKa 1er. 3JI0yMBIIIJIEHHUKA HKCIONB3YIOT 3TH KaHajbl JJIsl TOrO, YTOOBI 3aCTaBUTH
JeTed BbIOATh JMYHYIO HH(GOPMAlMIO, BOBJIEYb HECOBEPIICHHOJETHUX B COBEPILECHUE
ACOLIMAJIBHBIX U MPECTYIHBIX IEUCTBUN.

Mepbl NMPpEeaoCTOP O’)KHOCTHU WJIN UYTO HYKHO IIOMHUTDL POAUTECJISAM:

- 4TOOBI MpeAocTepedb peOCHKa OT HEraTUBHOIO Bo3jaeicTBusi MHTepHeTa, 00bSICHUTE
JeTSIM MIPUHIUTT paboThl ceTu. HayuuTe peGeHka moyib30BaThCsi MOUCKOM B ceTu «HTepHeT.
[TokaxkuTe, KaK MCIOJIB30BaTh PA3JIMUHBIC MOUCKOBBIE CUCTEMBI, B TOM YHCIIE JIETCKUE, IS
OCYIIIECTBJICHHS TTOMCKA MO3HABATEILHON U pa3BUBaroLIeH 1y peoeHka nHhopMaIuu;

- peOEHOK JOKEH MOHMMATh W TIOMHUTH: HaxokJeHue B VIHTepHere BO MHOTOM
HallOMUHAeT mpeOblBaHMEe B 00mMIECTBEHHOM MecTe. ONacHOCTH, TOJACTEPErarIe
MOJIL30BATENIS, CXOXKU C PUCKOM, BO3HUKAIOIIMM TPH OOIICHUHM C YYKUMH JIIOAbMU. Eciu
JIETU JTUIHO HE 3HAIOT YEJIOBEKa, C KOTOPHIM OOIIAIOTCS B CETH, 3TO PABHOCHIBHO OOIIECHUIO
C HE3HAKOMLEM B PEAJIbHOW KU3HU, YTO 3aAIPELIEHO;

- OyIbTe Bcerja OCBEIOMIIEHBI O TOM, 4YeM 3aHumarorcs Bammum getu B MHTepHeTe.
[Tonmpocute ux HayduTh Bac mosib30BaThCsl pa3aMUHBIMU MPUIOKEHUSIMU, KOTOPHIMU Bbl He
nonp30BaMCh panee. Ilocemanre HWMaTepuer Bmecre ¢ nerbmu. lloompsite nereu
pacckaspiBaTh Bam 00 ycmexax u Heyjqadax B MPOIECCe OCBOCHUS CETH;

- TOMOTHUTE JI€TSIM IOHATh, YTO HE CIENYyeT pa3Melarb B VHTepHETEe IUYHYIO
uHdopmaiio o cebe MW CBOEW CeMbe: IMOJIHbIE AHKETHBIC JaHHbIe (CBOM JHOO CBOUX
HECOBEPIIECHHOJIETHUX JpYy3€il), HOMEp MOOWIBHOrO TeiedoHa, TOMAIIHUN aJIpec, HOMEP
IIKOJIBI, MECTO paboThl poAUTENeH, JIOOYI0 IPYrylo JIMYHYI0 HHGOpMAIUIO, a TaKkKe
JIeMOHCTpUpoBaTh (hoTorpaduu (cBou u ceMbm). OOBSICHUTE, YTO JIFOOON YETOBEK MOXKET ITO
YBUJIETh U UCIOJIb30BaTh B CBOMX LIEJISIX, 3a4aCTYyI0 MPOTUBOMPABHBIX U aMOPAJIbHBIX;

- ecnu Bam pebGeHok monydaer cmaM (HEXENIaTeJIbHYIO JJICKTPOHHYIO TMOYTY),
OOBSCHUTE, YTO HE HY)KHO BEPUTh HAMTMCAHHOMY B TaKHUX MUChbMAaX W HU B KOEM Cilydae HE
CJIeyeT OTBeYaTh Ha HUX;



- peOCHOK JIOJKEH 3HATh, UTO HEJb3sl OTKPHIBATh (Daiijibl, MPHUCIaHHbIE HE3HAKOMBIMU
JIOABMH, TIOCKOJBKY OHHM MOTYT COAEpXaTh BHUPYCHl WM (OTO-, BHUAEOMATEpUATBI
HEIPUCTOMHOTO WJIM arpecCHUBHOrO conepxaHus. [laiiTe MoHATh pedeHKY, YTO HEKOTOPbIE
moau B VHTepHETEe MOTYT TOBOPUTH HENpaBly U OBITb HE TEMH, 3a KOro ceOs BBIJAIOT.
Hayuute pebeHka npoBepsTh BCE TO, UYTO OH BUJAMUT U YUTAET B MIHTEpHETE;

- pacckaxute peOeHKy, 4To B VHTepHETe BCTPEUaAIOTCS U «XOPOIIUE», U IIJIOXUEN
moau. OObACHUTE, MOYEMY HE CTOUT J100aBIISATH «B JIPY3bs» HE3HAKOMBIX JIIOJEH — OHHU
MOTyT OBITh HE TEMH, 3a KOro ceds BbaaroT. [Ipenynpenure pebeHka, 4ToObl OH HU B KOEM
Cllydae He COrJallajics Ha BCTpeuH ¢ MIHTEepHET-HE3HAaKOMIIAMM B PEAIbHON KU3HHU, MPEXK]IE
YeM HE IOCTaBUT B HM3BECTHOCTh Bac mnm Oiu3KuxX poJcTBEHHHMKOB. llocoBeryiite emy
obuarbcsi B UHTEpHETE TOJIBKO C TEMH, C KEM OH JIMYHO 3HAKOM;

- TpefocTeperuTte OT CKAauyuMBaHUs IUJIAaTHOM MHGopMaluu, OCOOEHHO uepes
cMmc-coobmenns. OOBsICHUTE, TOYeMy HE CTOUT oOpaliaTh BHUMaHUSA Ha sIpKUEe OaHHEpHI
C COOOIIEHUSAMHM O BBIUIPBIIIAX WU MPU3AX;

- TIOCTOSIHHO OOIIaiiTecb €O CBOMMH J€ThbMH, paccKasblBalilTeé U COBETYHTE, Kak
IIPABWJIBHO ITOCTYIIATh U pEarupoBaTh Ha ACUCTBUSA ApYrux jroAci B IHTepHere;

- Hay4yuTe JIeTel MpaBUIIBLHO pearupoBaTh, €CJIU UX KTO-TO OOUAEN B CETHU, WIM OHU
NOJYyYWJIN/HATOJIKHYJIMCh Ha arpecCHUBHBIA KOHTEHT, a Takke JI00yI0 aMOpalbHYIO
uH(popmanuio. Pacckaxute, Kyaa B 10JJ00HOM Cilydae OHU MOT'YT OOpaTUThCS;

- yOenurechb, 4TO Ha KOMIIBIOTEPE, KOTOPBHIM MOJB3YIOTCS Bamm neru, ycTaHOBIIEHBI
Y TIPABUJIBHO HACTPOEHBI CPEACTBA (PUIbTPAIUH.

PoaurteibCKHIT KOHTPOJIb — 3TO OrpPaHUYECHUE JOCTYNAa JETe U TIMOAPOCTKOB
K HeXenaTelabHbIM caiiTaM B HTepHeTe. POOUTENBCKHM KOHTPOJIb MOXKET HE TOJIBKO
OJIOKMpPOBATh JIOCTYN K TaKMM caiiTaM, HO M OIpaHMYMBATh HCIIOJIb30BaHUE MHTepHeTa 1mo
BPEMEHU CYTOK, JHAM HEIEIU WM JJIUTEIbHOCTH ceaHca. CyliecTBYeT MHOMKECTBO
nmporpaMM W (QUIBTPOB, Cpeaud HUX: aHTUBHpPYC Kacmepckoro ¢ BO3MOXKHOCTSIMU
ponutenbckoro koutpois — «Kaspersky Internet Security», mporpamma-punstp «NetPolicey,
nporpamMma-puibtp «HuTepHer lleHzop», denepanbHas mporpamma JAETCKOIO HHTEpPHETa
«l"oryns» u npyrue;

- MPUYYUTE JETEW, YTO OHM JOJDKHBI IOCEUIaTh TOJBKO TE€ CalThl, KOTOpble Brl
paspeliuiag, TO €CTh CO3JaliTe sl HUX TaK Ha3bIBa€MbI «OENbIi» CIHCOK CaWTOB B
HNHTepHeTe ¢ MOMOUIBIO CPEICTB POAUTEIBLCKOTO KOHTPOJIA;

- HayyuTe Ballero pedeHKa YBAXEHUI0 W OTUKETY B IMPOIECCE MOIb30BaAHUS
Hurepuerom. Ilompocute pebeHka He NPOBOLMPOBATH KOH(MDIMKTHBIE CHUTYallUd U
OTHOCHUTBCSI K IPYTUM TOJIb30BATENISIM TaK ke, KaK OH XOTeN Obl, YTOOBI OTHOCHJIMCH K HEMY
camoMmy. OOBsICHUTE, YTO HHM TIPU KaKUX OOCTOSATEIbCTBAX HE CTOUT pPa3MEIIaATh
MIPOBOKAIIMOHHBIA MaTepHall U HE PACIPOCTPAHATH MO YbEH-THO0 MpockOe NHPOPMAIIMOHHBIE
U arpecCUBHO-HACTpOEHHbIE coo0IeHus. Mudopmanus, BbuioxkeHHast B UHTepHET, AOCTyIHA
BCEM U MOXKET OBITh UCIOJIb30BAHA B JIIOOBIX, B TOM YHCIIE€, MOILIECHHUYECKUX LIETAX.

Pacckaxmure nersim npasuiia 6ezonacHoro MHTepHera:

- HUKOMY M HHKOTJa He pasrjamai cBou mnapond. OHM — TBOW IJIABHBIM CEKPET.
[Ipunymail CBOM YHUKaJbHBIM IapOJb, O KOTOPOM HHUKTO HE CMOXET naorajgarbcs. He



3aluCchbiBail Mapoyid Ha OyMakkaxX, HE XpaHU MX B OTKPBITOM noctyne. He ormpasisii cBou
IIapOJIU I10 JIEKTPOHHOM IOUTE;

- IPU PETUCTPALMM HA CAalTaX U B COLMAIBHBIX CETAX CTAPANCs HE YKA3bIBATh JIUYHYIO
uHdopmaruio (cBou GhaMHIIMIO, UMSI OTUYECTBO, HOMEp TenedoHa, aJpec MecTa KUTEIbCTBA,
IIKOJIBI, MECTO pa0OTHI POAMTENIEH U JIPYroe) — OHA MOYKET OBITh JOCTYIIHA BCEM, JIaXe TEM,
KOTO Thl HE 3HACUIb;

- IOMHH, 4TO (oTorpadusi, pazmenieHHas B UHTepHEeTe NOCTYyMHA I IPOCMOTPA BCEM.
Crapaiics He pa3meniaTh (GOTO, Ha KOTOPBIX U300pakeHa TBOSI CEMbsI, IIKOJIA, IOM U JAPYTHe
JINYHBIE TaHHBIE,

- HE BCTPEUANCS C TEMU, C KEM Thl 3HAKOMHUILILCS JULIb B IHTEpHETE;

- IOMHH, YTO MHOTHE JIOJIU PaccKasbIBalOT 0 cede B IHTepHEeTe HenmpaBay, B TOM YUCIe
CBEJICHHUsI O BO3PACTE U IIOJIOBOM MTPUHAJICKHOCTH;

- B VIHTEepHETEe W COLUMAIBLHBIX CETAX CTapaiicsi 00maThCS TOJBKO C TEMHU, C KEM Thl
AM4HO 3HakoM. [logymail u MOCOBETYMCS C pOAUTENSIMU, MIPEXIE YeEM J0OABUTH HE3HAKOMOTO
YesioBeKa K ce0e B CIIUCOK «Ipy3en»;

- HE HUCHOoNb3yl BeO-KaMmepy Mpu OONIEHMHM C HE3HAKOMBIMU JIOAbMHU, TOMHU O
HEOOXOJIMMOCTH COXPAHSTH AUCTAHIIMIO C HE3HAKOMIIAMM;

- yBaxkaii cobecequukoB B MuTepHere. Hukorna m HU mpu Kakux 0OCTOATENHCTBAX HE
yrpokal JpyruM, HE pa3Mellad arpecCUBHBIM M IPOBOKAIMOHHBIM Marepuail. bynab
npyxemo0en. He rpyoOu;

- HE BCTymail B HE3HAKOMBIE COOOIIECTBA M HE PacHpOCTpaHsii Mo 4eil-mubo mpocroe
nH(OPMAaIIMOHHbIE, TPOBOKAIIMOHHBIE U arPECCUBHO-HACTPOECHHBIE MAaTEPUAIIBI U COOOIIECHUS;

- HE BCE, YTO Thl MOKEIIb MIPOYECTh UM YBUAECTh B UHTEPHETE — npaBaa. He seHucs u
nepenpoBepsi HHGOPMALIMIO B IPYTUX MOMCKOBBIX CUCTEMAaX WM CHPOCH Y POAUTENCH;

- [IOMHH, YTO CYIIECTBYIOT CalThl, HENPEAHAZHAUYCHHBIE JUISl JE€TEH, HE 3aX0IU Ha CANThI
«JI T€X, KTO cTrapiie 18 jeT», Ha HEMPUIMYHBIE U arpECCUBHO HACTPOEHHBbIE calThl. Ecnu
Thl TIOMAJl HA TaKOW CalT TO CChUIKE, 3aKpoil CBOW Opay3ep, HCIONb3ys KIAaBUIIU
“ctrl+alt+delete™;

- pacCKaxxu BCE€, YTO Thl YBUJEJ, BBIYYWJI WM Yy3HAJ HOBOI'O B3pociioMy. JloBepsu
CBOMM POJHUTEIISAM, ITOCKOJIBKY TOJIBKO OHU CMOT'YT IIOMOYb B TPYAHON CUTYallUH;

- HUKOT/1a HE yKa3bIBall CBOM HOMEp TeneOoHa WM AJIEKTPOHHBIN ajipec, He OTIPABIISMA
C HEro cMc-cooOuleHusi Ha He3HakoMble Homepa B Wurepuere. Ecnmu tebe mnpunuio
COOOIIEHHE C HE3HAKOMOT0 aJpeca, €ro JIydlle He OTKPbIBATh;

- ecnu TeOe TTOKa3alloCh, YTO TBOU JIPY3bsl OTMPABIISIIOT TeOE «CTPaHHYI0» UH(POPMAIIUIO
WM TPOTPaMMBI, MEPECIPOCH Y HUX, OTIPABIISUINA JU OHU Tebe kakue-nnbo daitnbl. MHoraa
MOILICHHUKN MOTYT JIEMCTBOBaTh OT MMEHU YYXKHUX JIFOJCH, B TOM YHCIIE TBOUX JIPY3€H H
POICTBEHHHKOB;

- €CIM ThI XOo4ellb KynuTh B MHTepHETe Kakyro-IMOo YCIyry WKW Urpy, 0OpaTuch K
B3pocioMy. OH MoJCKaxkeT Tede, Kak n30ekaTh MOIIEHHUYECTBA,

- He 3arpyai (haiisiel, IporpaMMbl WM MY3bIKY 0€3 corjacusi B3pOCiblX — OHH MOT'YT
COJIEPKATh BUPYCHI U MPUUUHST BPEJ KOMITBIOTEDY.

Yro nesnarsb, ecjin pe0eHOK BCe Ke CTOJKHYJICH ¢ KAKUMHU-JIH00 PUCKAMMU

VY cTaHOBUTE MOJOKUTENbHBIA IMOLMOHAIBHBIA KOHTAKT ¢ PEOEHKOM, PAaCHOJIOKUTE
ero K pasroBopy O TOM, YTO CIy4MJIOCh. Pacckaxkurte, 4TO BBl OOECIIOKOEHBI TEM, YTO C HUM



npoucxonut. PeGeHOK JOmKeH BaM JIOBEpSATh M 3HATh, YTO BBl XOTHUTE pPa300paThCs
B CUTYaIlMU ¥ IOMOYb €MY, a HE HaKa3aTh.

[TocrapaiiTech BHUMATENIHLHO BBICIYIIATh PAaccKa3 peOeHKa O MPOHU3OILIEAIIEM, YTOOBI
HOHATH HACKOJIBKO CEPbE3HO CIIYUYMBILIEECS MOIJIO OBJIUATH HA HETO.

Ecnu pebeHOK paccTpoeH 4YeM-TO YBHJIEHHBIM (Hampumep, KTO-TO B3JOMall €ro
npoduIb B COIUANBHON CETH) WM TOMajl B HEMPUATHYIO CUTYAIUio (MOTPATHJI Ballld WA
CBOM JEHbI'M B PE3Yy/lbTaTe€ HHTEPHET-MOILIEHHUYECTBA U Ipoyee) — IMOCTapalTech €ro
YCIIOKOUTh. BMecTe ¢ HUM pa3depuTech B CUTYyallMW: YTO MPUBEJIO K JAaHHOMY Pe3yJbTaTy,
KaKKe HeBEepHbIE JEHCTBHS COBEPIIMII caM PeOEHOK, a TIe Bbl HE paccKa3aiyd eMy O MpaBujax
oe3omacuoctu B Unrtepuete. [IpoBenute «paboty Haa ommbOkaMu» U OOBSCHUTE PEOCHKY,
Kak o0e3onacuTh ceds 0T HeraTUBHBIX (hakTopoB MHTEpHETA.

Ecimu cutyanus cBszaHa ¢ HacuwiueM B VHTepHeTe MO OTHOIIEHHIO K PEOEHKY,
TO HEOOXOIUMO BBISICHUTH HWH(OpMaIMio 00 arpeccope, BBIICHUTH  HUCTOPHIO
B3aMMOOTHOIIIEHUM pedeHKa M arpeccopa, BBIICHUTH CYIIECTBYET JIM JOTOBOPEHHOCTH
0 BCTpEeYE B pealibHOM >KM3HU; Y3HATh OBUTH JIM TaKUE€ BCTPEUM M YTO U3BECTHO arpeccopy
0 pebeHke (peanbHOe UM, hamuius, aapec, TeaedoH, HOMEp IIKOJIbI U TOMY IMOJA00HOE),
YKECTKO HacTauMBaiiTe Ha M30€raHuu BCTPEY C HE3HAKOMIIaMHU, OCOOEHHO 0e3 CBUJETElEH,
IPOBEPHTE BCE HOBBIC KOHTAKTHI pEOCHKA 3a MOCJIETHEE BPEMS.

Cobepute Hanbosee NOIHYIO MHGOPMAIMIO O MPOUCIIECTBUM KaK CO CIOB peOeHKa,

TaK M C TOMOIIbI0 TEXHUYECKUX CPEACTB: 3alUTe Ha CTPAaHUIIBl caiiTa, rie ObUT Ball
peOeHOK, TOCMOTPUTE CIHUCOK €ro Apy3eH, mpouTtute coobmieHus. Ilpu HeoOXxomumMocTu
CKONUPYWUTE U COXPAHUTE 3TY UH(POPMAILMIO — B JAIbHENUIIEM 3TO MOXET BaM MPUTOAUTHCS
(HanpuMep, 1Jis 0OpalieHus B TPABOOXPAHUTEIbHBIE OPTraHbl).
Ecnu Bbl HEe yBepeHBI B OIEHKE CEPhE3HOCTH MPOU3OMICANIET0 C BAallUM PEOCHKOM, WU
OH HEJI0CTaTOYHO OTKPOBEHEH (HE TOTOB UATH HA KOHTAKT), WM Bbl HE 3Ha€TE KaK IMOCTYIUTh
B JIaHHOHM CUTyallM — OOpaTUTech K crHernuanuctam (TenedoH TOBepusi, ropsyas JIHHHS
u apyroe). Bam ganyr pekoMeHmanuu o TOM, Kyaa M B Kakoil (opme oOpaTUThCs, €cliu
TpeOyeTrcss  BMEIIATENbCTBO  JAPYTUX  CAYKO W OpraHusaiuii, B TOM  YHCIE
MIPaBOOXPAHUTEIIHHBIX OPTaHOB.

IbHbI online!




